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THE PARADOX
In crises, communities demand intervention. Outside crises,

override capability reduces trust.

Balancing Crisis and Normal Mode Needs

X User Needs |
QOO0 Containment (& User Needs

=2 ) Continuity
Integrator Goals |
Continuity ' &2 Integrator Goals
(v] = Legitimacy
@ Time-to-Contain
Dominates ./ Power Cost
Crisis Mode Normal Mode
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EVIDENCE
Dataset and scope

Exploit Incidents (2016-2026)

OH
O |

-

Documented 705 1.83 Power

Incidents : Law

Exponent

Total incidents recorded a value for heavy-tailed
losses

Interpreting the Power Law Exponent (a = 1.33):

— Because 1 < a < 2, the distribution has a defined mean but infinite variance.

— This means standard deviation and traditional risk models fail; expected risk 1s heavily skewed by rare, catastrophic outliers (super-hacks).

https://lif-research.org/talk
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HISTORICAL CONTEXT
Four eras of blockchain intervention

Blockchain Emergency Interventions Timeline (2016-2026)

Genesis & Ad-Hoc
: Interventions
Early interventions with limited
Scope and gcvernanc&

20162020 o

Pre-Institutional / Admin @
Keys 2

s 2021-2022
Admin keys used for network and
account interventions, significant
money lost
stemic Contagion &
2023 ¢ » cHeP y 9

~_~ Reactive Governance

Major protocol and module
failures, governance-led responses

Institutionalized A \ pop 2096
Emergency Governance o\ ° \ iy °
Delegated bodies and signer sets ~—

for rapid, systemic interventions

1) What

While systemic market failures (e.g., Terra, FTX) account for vast losses, a persistent ~$ 10B strata consists of technical exploits that are

addressable by onchain emergency mechanisms. We synthesized some major incidents to map this evolution.
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CASE STUDIES

Early interventions (Eras 1-3

— Era 1 — Genesis (2016-2020): Ad-hoc forks and manual blocklists. No formal guardrails.

Key Blockchain Emergency Interventions (2016—2023)

Poly Network
Ethereum DAO Exploit
Fork $611M returned via
Reconfiguration to council-coordinated
recover DAQO hack action

$182M exploit,
admin shutdown

!

o—

Anchor Protocol
Collapse
DAQO-administered

emergency action
amid UST depeg

Circle USDC Euler Finance
Blocked Solend USDH Exploit
Addresses LTV Setto 0 $197M drained,
Administrator Governance vote recovery required
blocks tied to toggled module offchain
Tornado Cash parameters negotiations

Curve Finance

Exploit

$62M response
managed via
Emergency DAC

VALVE E@
!

|

33"

VeChain
Blocklist

Validator-enforced
blocklist after theft

i
o

Honin Bridge
Exploit
$625M exploit,

attacker addresses
frozen

.
[®

FEI/Rari DAI
Borrow Pause

$80M exploit

contained via

admin feature
disable

g

Harmony
Horizon Exploit
$100M loss, key-

triggered chain-
wide restriction

]

®

T

©

BNB Chain Halt Aave Protocol MakerDAQ (Sky)
(BSC Token Hub) Guardians USDC-PSM
$570M exploit, Delegated sub- Emergency
validators communities governance
coordinated to halt established for proposal to adjust
pausing risk parameters

— Era 2 — Admin Keys (2021-2022): "God Mode" keys to freeze assets; validator collusion to halt networks.

— Era 3 — Reactive Governance (2023): Circuit breakers, delegated risk parameters, off-chain war rooms.

https://lif-research.org/talk
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CASE STUDIES

Early interventions (Eras 1-3

Key Blockchain Emergency Interventions (2016—2023)

Circle USDC
Poly Network Anchor Protocol Blocked
Ethereum DAC Exploit Collapse Addresses
Fork $611M returned via DAO-administered Administrator
Reconfiguration to council-coordinated $182M exploit, emergency action blocks tied to
recover DAQO hack admin shutdown amid UST depeg Tornado Cash

!

o—

Euler Finance

Solend USDH Exploit
LTV Setto 0 $197M drained,
Governance vote recovery required

toggled module offchain
parameters negotiations

Curve Finance

Exploit

$62M response
managed via
Emergency DAC

)
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VeChain
Blocklist

Validator-enforced
blocklist after theft

T
o

Honin Bndge
Exploit
$625M exploit,

attacker addresses
frozen

]
[

FEI/Rari DAI
Borrow Pause

$80M exploit

contained via

admin feature
disable

i
g

i

®

Harmony BNB Chain Halt
Horizon Exploit (BSC Token Hub)
$100M loss, key- $570M exploit,
triggered chain- validators

wide restriction

coordinated to halt

T

Aave Protocol
Guardians

Delegated sub-
communities
established for
pausing

— Era 1 — Genesis (2016-2020): Ad-hoc forks and manual blocklists. No formal guardrails.
— Era 2 — Admin Keys (2021-2022): "God Mode" keys to freeze assets; validator collusion to halt networks.

— Era 3 — Reactive Governance (2023): Circuit breakers, delegated risk parameters, off-chain war rooms.
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CASE STUDIES

Modern interventions (Era 4

Key Blockchain Emergency Interventions (2024—-2026)

StakeWise Flow Isolated
Radiant Capital Sui/Cetus Exploit Balancer V2 Gnosis Bridge Multisig Recove Tether USDT
Exploit . WLFI Blacklist Exploit Board F R N F
Xploi $220M stolen, acklis Xploi oard rreeze ecovery $3.9M counterfeit reezes
$50M exploit validators freeze Justin Sun CSPv6 pools auto- Qutflows halted $20.7M recovered tokens halted, $182M in USDT
contained by cross- funds, community blacklisted, $107M paused, CSPv5 lost during Balancer via multisig burn addresses wallets linked to
chain pause vote recovers frozen funds exploit and re-mint restricted PDVSA frozen
—
<> ] & 4& e8e - e
i £\ —ox= Ty = =TS, =,
- .1 1A PP
© & e & =
MakerDAO (Sky) Cork Protocol Sonic Labs Berachain Halt Yearn yETH Gnosis Chain Linea Credible
ESM Exploit ‘freezeAccount’ Key-triggered Exploit Hard Fork Layer Integration
Emergency War room Feature-specific Deployed in 2 “-"ﬂ'idﬂtﬂf' $2.4M recovered by Governance- Phylax pre-
Shutdown Module convenes, markets pause due to flash hours, but coordinated halt burning and re- approved fork execution
deprecated paused in ~1 hour crash bypassed by minting pxETH recovers $9.4M prevention
attacker integrated into
sequencer

— Era 4 — Institutionalization (2024-2026): Emergency capabilities transition into formalized, mathematically constrained engineering —

Security Councils, SEAL911 war-rooms, scoped subDAOs, and verifiable credible layers.

https://lif-research.org/talk
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AUTHORITY DISTRIBUTION

Who makes the decision?

https://lif-research.org/talk

Blockchain Emergency Interventions

Blockchain emergency interventions losses' distribution as managed by Signer Set authorities, with a
notable shift towards Delegated Body and Governance in later eras.

Intervention Sources

i

[]

Era 3 - Protocol
259 USD M

Era 4 - Network
9.4USDM
Era 4 - Protocol
160 USD M

Era 2 - Network
1.3KUSD M

Era 4 - Account
242.8 USD M

Era 2 - Account
625 USD M

Era 2 - Protocol
182 USD M

Era 2 - Module
80 USD M

Era 4 - Asset
183.2USD M

Era 2 - Asset
0.075 USD M

Intervention Authorities

7%

20%

4%

22%

21%

6%

6%

Governance
318 BUSD M

Delegated Body
857.6 USD M

Signer Set
1.8KUSD M
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HEAVY TAILS
Super-hacks dominate the risk

Dominant Risk from Rare, High-Stakes Events

Time Pressure

Governance
struggles with rare,
high-stakes events

System L
Fragility f_)
: Small number of
One failure can = incidents cause
negate years of safe / i most losses
operation =

Key insight: ~80% of cumulative losses are concentrated in a small number of incidents. In heavy-tailed systems, one governance failure can

dominate years of safe operation.

https://lif-research.org/talk
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DESIGN SPACE
Scope x Authority taxonomy

How to design a mechanism for control and authority?

Safeguards
Authority

Ensures responsible and secure

execution of control. = ]
Identifies who can trigger the

control, such as a signer set,
delegated body or governance
process.

Scope

Determines the level of
precision for control, ranging
from network to account.

Scope (Precision) x Authority (Trigger Holder)

Reframes the "centralized vs decentralized" debate into mechanism design: what scope, triggered by whom, under what safeguards.

https://lif-research.org/talk
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TAXONOMY EXAMPLES

Defining Scope and Authority

Scope / Authority

ANNND e By ) 4 )) & )

o A O
560 @ 8@ QD C&

Network Asset Protocol Module Account
o Examples: Harmony o Examples: Tether o Examples: Balancer o Examples: Compound o Examples:
Horizon (Jun 2022, USDT freezes (PDVSA CSPv6 auto-pause price oracle pauses Tether/Circle address
$100M); BNB Chain $182M); Circle USDC (Nov 2025); Ligwid (2021); FEI/Rari DA blacklists; Sonic
halt (Oct 2022, blocked addresses Kill Switch; Beanstalk borrow pause (Apr freezeAccount (Nov
$570M); Berachain (Tornado Cash $75K); shutdown (Apr 2022, 2022, $80M); Elephant 2025); Ronin attacker
halt (Nov 2025) WLFI blacklist of $182M); Superfluid Money TRUNK freeze
Justin Sun ($107M) agreement halt (Feb minting pause (Apr
2022) 2022)

https://lif-research.org/talk
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CONTROL MECHANISMS

Decentralized control in practice

Decentralized Control Mechanisms & Incident Response

Signer set controls are the most prevalent mechanism for incident response across various blockchain

scopes, particularly for network and asset-level events, followed by Delegated bodies.

Scope of Control

Network
1.3K Millions USD

Asset
289.075 Millions USD

Protocol
182 Millions USD

Module

~ 80 Millions USD

https://lif-research.org/talk

Account
182.7 Millions USD

Authority Type

33%

14%

9%

30%

gl ]

Signer Set Control
1.2K Millions USD

Delegated Body Action
631.7 Millions USD

Governance Process
171.4 Millions USD
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OBJECTIVE
What are we optimizing?

Decision Optimization in Crisis Management

Risk vs Risk

Evaluating trade-offs between
actions

1

Legitimacy Cost

Balancing action with public trust

Blast Radius

0 é}
Minimizing collateral disruption A }

Crisis Containment

c %)
The ultimate goal of crisis =

management

Risk vs. risk: Most real decisions aren't risk vs. safety — they're action risk vs. inaction risk, where the baseline is not neutral.

https://lif-research.org/talk
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MODEL

Expected cost framing (intuition)

Minimizing Expected Cost

High Expected Architecture
Cost Selection
Uncontained events, Choose architecture Events arrive, losses
significant losses m ex ante accrue

ExpectedCost(m) = CentralizationCost(m) + X Prl[h]

https://lif-research.org/talk

( Time(m)

Low Expected

Cost Trade-off Cost
Standing cost vs. Contained events,
speed minimal losses

- DamageRate(h) + BlastRate(m) )
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EMPIRICS

Scope-Authority matching

Authority Matching Performance

Governance Delegation
Governance excels Delegation is
in deliberation and optimal for time-
network recovery. critical containment
with tight bounds.

— Signer Set (Oligarchy): High speed (~30 min), low success (39%), high volume (71%).
— Delegated (Representative): Medium speed (60-90 min), medium success (48%).

— Governance (Direct): Low speed (days), high success (73%), low volume (11%).

https://lif-research.org/talk
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Signer Sets

Signer sets
dominate volume
but show weaker

success.
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SENTIMENT
Legitimacy cost is not fixed

Aggregate Average Sentiment

\

Positive +0.028
Sentiment

-0.028 Negative
Sentiment

Average sentiment Average sentiment

Empirical fiinding: Aggregate sentiment across 271 verified incident posts is slightly positive (+0.028), but highly variable. Positive

sentiment reduces the effective centralization cost of an override mechanism.

https://lif-research.org/talk
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TOOLING
From debate to mechanism selection

Tooling Development and Application Process

Debate Open-Source Prototype Run Sensitivity Analysis

I

Community Configuration

Mechanism Selection Rank Mechanism Packages Design for Critique

https://lif-research.org/talk
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PRINCIPLES

Actionable design takeaways

Design Principles for Emergency Response

ey Precision

Emphasizes the importance of specific
| | and detailed design choices.

Delegation

>O/B

Highlights the strategic use of
delegation with clear boundaries.

@ Governance
=

Stresses the role of strong governance
in managing emergencies.

Overrides
| L | L | L. ] ] ( :5
| | | W 1

Outlines the need for controlled and
; ] auditable emergency overrides.

The Delegation Sweet Spot: Pure governance is too slow for containment. Signer sets impose too high a trust tax. Bounded delegated

councils (Emergency subDAOs) occupy the empirical sweet spot.

https://lif-research.org/talk
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ANTI-DRIFT ANCHOR
Layered stack: prevention, bounded response, tooling

Anti-Drift Anchor Pyramid

CN\ Toolina
Nr‘—g u‘h !: St i_}] | N | -;Q;.:}

Dataset and calculator for measurement

—
g
Liilll
N\

Bounded Response

& Legitimate overrides and scope limitations

Prevention

.__& Credible layers and deterministic constraints

The Goal

Alayered stack prevents permanent damage from novel exploits while explicitly minimizing the shadow centralization of the response

mechanisms themselves.

https://lif-research.org/talk
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CREDIBLE LAYERS

Where they fit (and what they don't solve)

Enhancing Credibility with Layered Defense

Multiple
mechanisms for
robust defense

Enforce invariants
before execution

)

. . . Reduced
Discretionary | Defense-in- . .
Discretionary
Response Depth
Response
SN | S {> ______________ - -
Unpredictable and Predictable and
inconsistent actions consistent actions

https://lif-research.org/talk
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COMPARISON

Design schools in the market

https://lif-research.org/talk

Integration

State Validation

Bypass Difficulty

Comparison of Design Schools

Easier

Pre-block, exact
state unknown

Can be bypassed

4 ™\
In-block Timing Bypass
Enforcement
(Credible
Layer)
Heavier Intuition

Exact state of
execution

Harder to bypass

Malicious after
honest

Malicious after t2
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INCENTIVES

"Do nothing" is an equilibrium

— Acting creates a signature — you're on record.
— Inaction creates ambiguity — plausible deniability.

— Ambiguity can be career-safe even when systemically harmful.

https://lif-research.org/talk

Should | act or remain inactive?

Act Hemain Inactive

Creates ambiguity,
offering career safety
but potentially harming
the system.

Creates a signature,
making actions traceable
and potentially risky.
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WALKTHROUGH

A single incident, mapped to the taxonomy

https://lif-research.org/talk

Scope vs. Authority Comparison

Governance
Scope / Authorit Signer Set Delegated Bod
P y . g y Process
Asset Issuer/admin asset Delegated asset Governance changes
SS controls committee asset rules
Admin pause / Security-council DAO-administered
Protocol shutdown pause emergency action
s R o 3

Admin disables a

Delegated feature-

Governance toggles

Module feature specific pauses module parameters
Governance-
Key-based targeted Delegated targeted i
Account restriction remediation authnn;ssﬂt:rgeted
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IMPLEMENTATION

Patterns (how to embed legitimacy)

Building Trust through Governance

Rapid action followed by governance
approval.

Pre-registered Action Registry > Legitimacy

Authority defined by pre-approved actions.

g

Non-retroactivity

Prevents retroactive changes to governance
parameters.

https://lif-research.org/talk
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CASE NOTE

(Gnosis: forum consultation

Unveiling the Impact of Gnosis Forum Consultation

Gnosis Forum
Consultation
Forum consultation to

address emergency
authority issues.

Read the forum consultation thread -

https://lif-research.org/talk

Moves from Ad Hoc
to Specified
Constraints

Makes Emergency
Authority Legible and
Contestable

Creates a Record of
Assumptions,
Tradeoffs, and
Objections
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CLOSING

What to do next

Next Steps for Protocol and DAO/Chain Builders

Protocol Publish Measure
Choice Constraints Sentiment

DI DI DI

Select Cell in Measure
Scope x Sentiment;
Authority Calibrate
Choose your cell in Publrs_h Legitimacy
the Scope x Constraints NAsHEits sentiment
Authority Iramewotk.  and Runbooks and calibrate
_ legitimacy
Publish your assumptions
protocol's
constraints and
runbooks

DAQ/Chain
Decision

. S
[ /L)

Decide
Preventlorj VS. If intervention exists,
Intervention bound it, instrument

_ it, and audit it
Decide between

prevention posture
or narrow
intervention regime

Explore the framework: lif-research.org ¢ PDF

https://lif-research.org/talk

Explore
Framework

NN

LT

Explore the
Framework
Visit lif-research.org

to explore the
framework further

Questions?
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